
Kyndryl  Res i l iency Orchestration 8.4.12.0 Release Interoperabi l i ty Support

Release Version Revision Date

Added Removed

8.2.9 March, 2022 1.Oracle DB  restores  - using Veeam Application aware  image backup 

[ DB on VM], Row number 210

2. Cyber Incident Recovery of AIX using Veeam

3.VM Replication with NetApp Snapmirror(Row 177)

4.RO integration with Veritas NBU(Row -206)

5. Kyndryl RO integration with Veritas NBU(Row -171)

6. Renamed -Kubernetes Protection with Portworx (Row 55).

7. Kubernetes 1.21.10, pxctl 2.8.1.0-9434e03, storkctl 2.8.1-a8ef2d2 (Row 55).

8. Openshift: 4.7.43_1552 (Row 88).

9. Openshift  4.7.43_1552 (Row 90).

10. Windows 2019, Supported immutable storage (Netapp iSCSI, NFS, CIFS & IBM cloud 

object storage) (Row 161)

11. RHEL 8.x, S3FS Fuse Utility Version in Staging Server 1.83 (Row 162, Row 163, Row 165)

12. Cent OS 7.x (Row 176)                                                                                                                                                    

1. AIX 1.6 (from non RBR solutions docs)

3. RHEL 5..x

4. Oracle 11g 

5. Earlier name- Openshift Protection with Portworx (Row 55)

6. Kubernetes 1.20.4, pxctl 2.6.4.1, 2.7.0, storkctl 2.6.2, 2.6.4 (Row 55)

7. OpenShift 4.2, OpenShift 4.3, OpenShift 4.5.x (Row 88)

8. OpenShift 4.3 (Row 90)

9. RHEL 7.x & RHEL 8.x (CR Platform - Row 162, 163, 165)                                                                    

8.2.9.1 April, 2022 1. PFR-  2019  (Row 43)

2. Added End of Support Information- Row ( 227-231)

3. SUSE 12 (ROW 170)

4. SUSE Scanner VM,

Windows Dynamic Disk support NFS servers: Windows 2019 (ROW 170)

5. End of Support details (Row 231-234)

8.2.9.2 May, 2022 1. openSUSE Leap 15.3, version: RHEL 8.2, version: openSUSE Leap 15.3 (ROW 173)

2.. End of support details (Row 234)

1. SUSE 12 (173)

8.3.0 June, 2022 1. Kubernetes version: 1.23 (Row 174)

2. OS where Kubernetes is running: (Row 174)

Master node: CentOS Linux release version: 7.9.2009 (Core)

Worker node1: CentOS Linux release version: 7.9.2009 (Core)

Worker node2: CentOS Linux release version: 7.9.2009 (Core)

Worker node3: CentOS Linux release version: 7.9.2009 (Core)

3. OS where NFS Service is running: RHEL release version: 8.2 (Ootpa) (Row 174)

4. OS where NFS Service is running: Microsoft windows server 2016 or later (64-bit) (Row 

174)

5. NFS version: 4.1 (Row 174)

6. ROAD version: 1.0 (Row 174)

7. Veeam: 11.0.1 (Row 174)

8. Zerto 9.5 (101, 109)

9. RHEL 8.x - Cyber platform (Staging server)                                                      

10. support of  ESXI 6.7 for  VIB 3.2.9.1 and ESXi 6.5, 7.0 for VIB 3.2.3                                                                  

8.3.2 August,22  1. Added  for RBR ESXi 6.7 certified vib 3.3.1 (Row 88)  1. vib 3.2.9.1 (Row  88)

8.3.3 September, 22 1. Added LVM, WDD, AIX 7.2, ROAD on Docker, ROAD on K8 (Row 175)

2. Added LVM, WDD, ROAD on Docker, ROAD on K8 (ROW 176)

3. Added Windows 2016*, RHEL 8.x, Vmware vcenter and ESXi 6.x, LVM, WDD, ROAD on 

Docker, ROAD on K8 (Row 182)

4. Added Cyber Incident Recovery with Veritas NBU on Azure (Row 184)

5. RO Anomaly Detection Tool (ROAD) (Row 185)

6. Added new row for 'Deprecated Solutions'. (Row 195-196)                           7. Added RHEL 8.4  

RBR ESXi 6.7 vib 3.3.1 and  Esxi 7.0 vib3.3.3 (Row 90)

1. Linux Scanner VM and version: RHEL 8.2 (Row 175)

Analysis VM and Manager server RHEL 8.2 (Row 175)

SUSE Scanner VM and version : openSUSE Leap 15.3 (Row 175)

Windows Dynamic Disk support NFS servers: Windows 2019 (Row 175)

Kubernetes version: 1.23 (Row 175)

OS where Kubernetes is running: (Row 175)

Master node: CentOS Linux release version: 7.9.2009 (Core) (Row 175)

Worker node1: CentOS Linux release version: 7.9.2009 (Core) (Row 175)

Worker node2: CentOS Linux release version: 7.9.2009 (Core) (Row 175)

Worker node3: CentOS Linux release version: 7.9.2009 (Core) (Row 175)

OS where NFS Service is running: RHEL release version: 8.2 (Ootpa) (Row 175)

OS where NFS Service is running: Microsoft windows server 2016 or later (64-bit) 

(Row 175)

NFS version: 4.1 (Row 175)

ROAD version: 1.0 (Row 175)

2. RO Anomaly Detection for Linux and Windows (Row 182)

RHEL 8.1 (Row 182)

Windows 2019 (Row 182)

Linux Scanner VM, Analysis VM and Manager VM - (Row 182)

CentOS 7.9 and 8.1 (Row 182)

3. Deleted row of Cyber Incident Recovery of AIX using Veeam, covered in Cyber 

Incident Recovery using Veeam

4. 'Cyber Incident Recovery for Data with Actifio' & 'Oracle Full Database protection 

with Actifio' solutions removed from 'Cyber data Solution Signature' and added under 

'Deprecated Solutions' section.

5. 'Oracl DB  restores  - using Veeam Application aware  image backup 

[ DB on VM]' solution removed from 'Cyber data Solution Signature' and added under 

'DR Solution Signature' (Row 154)                                                                                                               

6.Removed ESXi 6.5 and removed older vib Removed RHEL 7.3 removed DMC 

windows 2012 (Row 90)

8.3.5 November, 22 1  iSeries with Mimix Replication(Row 89 )

MIMIX version 10.0.0.7 and V7R4M000

8.3.6 December, 22 1. Application Subsystem with NetApp SnapMirror(Row 82 )

NetApp 9.10.1

2. Oracle Archive Logs with DataGuard (Row - 22)

RHEL 8.6

3. DB2HADR Solution (Row -61)

DB2   11.5.8.0

8.3.7 January, 23 1. PostgreSQL Full Database with Any Replicator (Row 131 )

Postgres 14 with Azure IAAS

8.3.8 February, 2023 1. VM Protection with Zerto

2. Kubernetes Protection with Portworx

3.OpenShift with Database Replication

4.OpenShift Protection with Velero

5.MySQL with Streaming Replicator

1. HPUX versions

8.3.8 February, 2023 1. Stateless Application with AWS  (For Cyber Platform only) - Row 172-174

Staging Server: CentOS 7.x, RHEL 8.x and 9.x

1. Network Device (For Cyber Platform only) - Row 176

Staging Server: CentOS 7.x, RHEL 8.x and 9.x 

8.3.9.1 March, 2023 1. Added AIX 7.3 for Any Application Server(File System Data or Configuration Data) with 

PFR solution. Row - 87

2. For RO Anomaly Detection Tool (ROAD) solution, added RHEL 8.7 for Linux Scanner VM 

and Version and Analysis VM and Manager Server for ROAD on Docker.- Row 190

3. For RO Anomaly Detection Tool (ROAD) solution, added Kubernetes Version 1.24, Master 

node: RHEL release version: 8.2 (Ootpa) and Worker node: RHEL release version: 8.2 

(Ootpa) for ROAD on K8.- Row 190

4. Updated Cyber Incident Recovery Using Veeam added Physical servers and databases - 

Row -182

1. For RO Anomaly Detection Tool (ROAD) solution, removed OS where NFS Service is 

running: Microsoft windows server 2016 or later (64-bit) for WDD for ROAD on K8.- 

Row 189

8.3.10.0 April, 2023 1. Added Windows 2022 for Any Application Server (File System Data or 

Configuration Data) with PFR.(Row 84)

2. V12 updated for Cyber Incident Recovery using Veeam (Row 180)

8.3.11.0 May, 2023 1.Added Windows 2022  MSSQL with Always On  -(Row -61)

2. VMware SRM with vSphere Replication - 8.0  -(Row- 92)

8.4.0.0 June, 2023 1. Added MySQL with SR - 8.0.33 and RHEL 9.2 - Row(64)

2. Added RO Anomaly Detection Tool (ROAD) - RHEL 9.0 (Row 190)

8.4.2.0 August, 2023 1. Updated DS8K CSM version to 6.3.7.0 (Row 188)

8.4.5.0 November, 2023 1. Updated MSSQL 2019 for MSSQL logs with Mirroring (Row 61)

2. Updated CentOS version updated from 7.x to 8.x for Stateless Application with AWS (*For 

Cyber platform only) - Row 176

8.4.6.0 December, 2023 1. Updated (Row 184)

RHEL 8.1, 8.2, 

Windows 2019, 

vSphere 7.0 (up to 7.0 U3), 

ESXi 7.0 (up to 7.0 U3) 

2. Updated (Row 188)

Virtual Servers:

RHEL 8.x, 9.1, 9.2, and CentOs 8.x, Ubuntu,            

Windows 2019

Vmware Platform

vSphere 7.0 (up to 7.0 U3)

vSphere 6.x5 and 6.7

ESXi 7.0 (up to 7.0 U3)

ESXi 6.x

Physical Servers:

RHEL 8.x, 9.1, 9.2

Databases:
8.4.7.0 January, 2024 1. Updated

ROAD on K8:

Kubernetes version: 1.28.2

Master node: RHEL 9.3

Worker nodes: RHEL 9.3

OS where NFS Service is running: RHEL 9.3

8.4.8.0 February, 2024 1. Removed CentOS from 'Stateless Application with AWS (*For Cyber platform only)' and 

'Network Device (*For Cyber platform only)' - Rows 177-179, 181

2.VM Protection with Zerto  - updated with Zerto 10(Row -114 )

3. VM Protection with VMware SRM (vSphere Replication) updated with SRM 8.8 (Row - 99)

4. RO Anomaly Detection Tool (ROAD): ROAD on K8 - Added RHEL 8.8 for Master node, 

Worker nodes, OS where NFS Service is running (Row 194)

8.4.9.0 March, 2024 1. RO Anomaly Detection Tool (ROAD): ROAD on K8 - Added ROAD Component Versions for K8 

(Row 194)

2.Added for all Oracle, PostgreSQL solutions - RHEL 7.0/8.0/8.4/8.6/9.2

4. Added for all Oracle, and PostgreSQL solutions -Windows 2016

5. Added (End of Support) for AIX 7.1

8. Updated PostgreSQL with Streaming Replicator solution with

1. RHEL 8.6, PostgreSQL 12.1/14, PostgreSQL 14

9. 8. Updated PostgreSQL Full Database with Any Replicator: solution with

1. RHEL 8.6, PostgreSQL 12.1/14, PostgreSQL 14

10. Added EMC SRDF: symcli V9.2 t the following solutions

1. Oracle Full Database with EMC SRDF Replication, 

2. Oracle RAC Full Database with EMC SRDF Replication,

3. Any Application Server (File System Data or Configuration Data) with EMC SRDF 

Replication

4.  MSSQL Full Database with EMC SRDF Replication.

12. Added for DB2 Protection with HADR solution the following:

1. Added (English and Japanese)

2. Added RHEL 7.6

12. Added Note to Solution PostgreSQL with Streaming Replicator

13. Updated VM Protection on Nutanix using Prism Central with details of OS

1. Openshift solutions

2.Oracle 12c, Oracle 18c, RHEL 6

3.For Zerto Solution - 5.5/6.0/6.5/7.0/7.5/8.0/8.5/9.0 

4.For VMware vCenter - 5.5, 6.0, 6.5, 6.7

5.PostgreSQL 10.0/10.7/11/12.1, and Remove PostgreSQL 9.0.4**

6.DB2 Logs with HADR

7.Remove RHEL 7.x/8.x, 

8.4.10.0 April, 2024 1. Added version 12.1.0.2131 to Veeam solution (Row 182)

8.4.12.0 June, 2024 1. Added   MSSQL Server 2022 to MSSQL with LogShipping solution (Row 54)

2. Added Windows 2022, AIX 7.1(not supported                                                                                                     

3.added row no. 98 VM Protection RBR Protected VM 

Supported OS Platforms  

Components:

1. DMC supports Windows  2016 and 2019 supported below versions of NICRA/VIB

2. RHEL 8.4 NICRA ver 3.3.1*/3.3.9*

3. RHEL 8.6 NICRA ver 3.3.3 /3.4.9/3.4.10

4. Kyndryl VAIO VIB (3.3.1/3.3.3) for ESXi 6.5* / 6.7*  with vCenter6.x*

6. Kyndryl VAIO VIB (3.3.9/3.4.9) for ESXi 7.0 with vCenter 7.0/8.0

7. NFS 3.0, 4.1

8.. VMFS 5.0

4. Added row99  next column Kyndryl VAIO VIB (3.3.1/3.3.3) for ESXi 6.5** / 6.7**  with 

vCenter ver 6.x*

Kyndryl VAIO VIB (3.3.9/3.4.9) for ESXi 7.0 with vCenter ver 7.0/8.0

RHEL 8.6 NICRA ver 3.3.3 /3.4.9/3.4.10 

Added Note 'Only remote agent is supported.' for PostgreSQL with Streaming Replicator.

Removed AppSubsytem with Spectrum Protect  (SP), MSSQL FullDB with Spectrum 

Protect (SP), RHV to RHV VM protection using RBR , Note saying not supported 

removed from PostgreSQL with Streaming Replicator solution.removed from revision 

history removed word Log and corrected spelling of Shipping.

removed from MSSQL  logs with Mirroring  row  64 delete PFR 8.1 

removed from MYSQL SR to DB2 HADR rows 67 to 70 delete windows /2022  

removed from RBR row no. 103 104 older RBR versions 

removed from row 33 Oracle logs with PFR*

removed from row 39 Oracle RAC logs with PFR deleted 

removed fromrow 41 Oracle RAC logs with Hitachi Replication

removed from row 45 Oracle RAC logs with HPXP Replication 

removed from row 59 MSSQL logs with PFR 

removed from row no. 98 VM Protection RBR Protected VM : All VMware 

removed from row no. 103 Aix power VS RBR   DMC Version : 3.1.0/ 3.4.5/3.4.11

Block Replicator NICRA Agent : Version 2.9/ 3.4.11 for AIX

removed from row no. AIX 7.3 (with JFS & JFS2)

removed from Power HMC Version 9.x  support column  Block Replicator NICRA Agent 

: Version 2.9/ 3.4.11 for AIX  DMC Version : 3.1.0/ 3.4.5/3.4.11

removed from row no. 158 Oracl DB  restores  - using Veeam Application aware  

image backup  [ DB on VM]  delete ESXI 6.x**   

removed from  row no. 184 Cyber Incident Recovery for Data through DS8k 

Safeguarded

delete ESXI 6.x* and vSphere 6.5*

 

VMware SRM with vSphere Replication: Removed 6.0/6.5/6.7/, 

SRM 6.5/8.2/8.3/

VMware SRM with Hitachi Replicator: Removed 6.0/6.5/6.7, SRM 6.5/8.2/8.3

 

iSeries replication using Mimix replication: Removed IBM i 7.1

 

Removed: Azure Application Recovery using RBR

 

Note: The technologies marked with * have either in Extended Service-Life or going to be out of support soon. The technologies marked with** have already reached the End of Service Life. For more details on the support information, refer to the 'End of Support' section.

Revision History

Update details

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Oracle logs  with Dataguard Windows 2016*/2019

Oracle Enterprise Linux 7.3

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.3

HP-UX 11i  v3*

Oracle Logs  19c/21c (64 bi ts )

Dataguard 11g*/12c*/18c/19c/21c (64 bi ts )

Oracle Logs  19c/21c (64 bi ts )

Dataguard 11g*/12c*/18c/19c/21c (64 bi ts )

R R R R R R R R R

Oracle logs  with Hitachi  

Repl ication

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.1(not supported)  

Oracle Logs  19c/21c (64 bi ts )

Hitachi  TrueCopy Ver&Rev: 01-41-03/03

Oracle Logs  19c/21c (64 bi ts )

Hitachi  TrueCopy Ver&Rev: 01-41-03/03

R R R R R R R R R

Oracle logs  with HPXP 

Repl ication

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.1(not supported)  

Oracle Logs  19c/21c (64 bi ts )

HPXP Ver&Rev: 01-41-03/03

Oracle Logs  19c/21c (64 bi ts )

HPXP Ver&Rev: 01-41-03/03

R R R R R R R R R

Oracle logs  with NetApp 

SnapMirror

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

Oracle Logs  19c/21c (64 bi ts )

8.1.1RC1 7-Mode /8.2.1RC1 Cluster-Mode

Oracle Logs  19c/21c (64 bi ts )

8.1.1RC1 7-Mode /8.2.1RC1 Cluster-Mode

R R R R R R R R R

Oracle RAC logs  with 

Dataguard

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.1(not supported)  

Oracle RAC Logs  19c/21c (64 bi ts )

Dataguard 11g*/18c

Oracle RAC Logs  19c/21c (64 bi ts )

Dataguard 11g*/18c

R R R R R R R R R

DR Solution Signature Supported Versions of the OS and Platforms Supported Versions of Storage (Database/File System)

Recovery Monitor Reverse

Supported Versions Protection Scheme (Replication) Supported Modules

DR Drill Recovery OrchestrationRecovery Monitor Forward

©Copyright Kyndryl , Inc. 2003, 2024.



Kyndryl  Res i l iency Orchestration 8.4.12.0 Release Interoperabi l i ty Support

Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Oracle Ful l  Database with 

Hitachi  Repl ication

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.1(not supported)  

Oracle Ful l  Database 19c/21c (64 bi ts )

Hitachi  TrueCopy Ver&Rev: 01-41-03/03

Oracle Ful l  Database 19c/21c (64 bi ts )

Hitachi  TrueCopy Ver&Rev: 01-41-03/03

R R R R R R R R

Oracle Ful l  Database with 

HPXP Repl ication

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.1(not supported)  

Oracle Ful l  Database  19c/21c (64 bi ts )

HPXP Ver&Rev: 01-41-03/03

Oracle Ful l  Database  19c/21c (64 bi ts )

HPXP Ver&Rev: 01-41-03/03

R R R R R R R R

Oracle Ful l  Database with 

EMC SRDF Repl ication

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.1(not supported)  

Oracle Ful l  Database 19c/21c (64 bi ts )

EMC SRDF : symcl i  V9.2 

Oracle Ful l  Database 19c/21c (64 bi ts )

EMC SRDF : symcl i  V9.2 

R R R R R R R R

Oracle Ful l  Database with 

Global  Mirror Repl ication

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.1(not supported)  

Oracle Ful l  Database 19c/21c (64 bi ts )

Global  Mirror DSCLI 7.8.31.126

Oracle Ful l  Database 19c/21c (64 bi ts )

Global  Mirror DSCLI 7.8.31.126

R R R R R R R R

Oracle Ful l  Database with 

NetApp SnapMirror

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.1(not supported)  

Oracle Ful l  Database 19c/21c (64 bi ts )

8.1.1RC1 7-Mode /8.2.1RC1 Cluster-Mode

Oracle Ful l  Database 19c/21c (64 bi ts )

8.1.1RC1 7-Mode /8.2.1RC1 Cluster-Mode

R R R R R R R R

Supported Versions of the OS and Platforms Supported Versions of Storage (Database/File System)DR Solution Signature Supported ModulesSupported Versions Protection Scheme (Replication)

DR Drill Recovery OrchestrationRecovery Monitor Forward Recovery Monitor Reverse

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Oracle RAC Ful l  Database 

with Hitachi  Repl ication

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.3 

Oracle RAC Ful l  Database 19c/21c (64 bi ts )

Hitachi  True Copy Ver&Rev: 01-41-03/03

Oracle RAC Ful l  Database 19c/21c (64 bi ts )

Hitachi  True Copy Ver&Rev: 01-41-03/03

R R R R R R R R

Oracle RAC Ful l  Database 

with HPXP Repl ication

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.3

Oracle RAC Ful l  Database 19c/21c (64 bi ts )

HPXP Ver&Rev: 01-41-03/03

Oracle RAC Ful l  Database 19c/21c (64 bi ts )

HPXP Ver&Rev: 01-41-03/03

R R R R R R R R

Oracle RAC Ful l  Database 

with EMC SRDF Repl ication

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.1(not supported)  

Oracle RAC Ful l  Database 19c/21c (64 bi ts )

EMC SRDF: symcl i  V9.2

Oracle RAC Ful l  Database 19c/21c (64 bi ts )

EMC SRDF: symcl i  V9.2

R R R R R R R R

Oracle RAC Ful l  Database 

with Global  Mirror 

Repl ication

Windows 2016*

RHEL 7.0/8.0/8.4/8.6/9.2

Solaris  10/11*

AIX 7.1(not supported)  

Oracle RAC Ful l  Database 19c/21c (64 bi ts )

Global  Mirror DSCLI 7.8.31.126

Oracle RAC Ful l  Database 19c/21c (64 bi ts )

Global  Mirror DSCLI 7.8.31.126

R R R R R R R R

MSSQL logs  with Log 

Shipping

Windows 2016*/2019

Windows 2012 R2 Datacenter +B8

MSSQL Server 2012/2014/2016/2017/2019/2022

Log Shipping 2012/2014/2016/2017/2019/2022

MSSQL Server 2012/2014/2016/2017/2019/2022

Log Shipping 2012/2014/2016/2017/2019/2022

R R R R R R R R R

Supported Versions of Storage (Database/File System)Supported Versions of the OS and PlatformsDR Solution Signature Supported Versions Protection Scheme (Replication) Supported Modules

Recovery Monitor Forward Recovery Monitor Reverse DR Drill Recovery Orchestration

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

MSSQL logs  with Net App 

SnapMirror 

Windows 2012* MSSQL Server 2012

8.1.1RC1 7-Mode /8.2.1RC1 Cluster-Mode

MSSQL Server 2012

8.1.1RC1 7-Mode /8.2.1RC1 Cluster-Mode

R R R R R R R R R

MSSQL  logs  with Mirroring MSSQL  logs  with Mirroring

Windows 2016* Windows 2019* 

MSSQL Server 2012, 2014, 2016, 2019

Mirroring 2012, 2014, 2016, 2019

MSSQL Server 2012, 2014, 2016, 2019

Mirroring 2012, 2014, 2016, 2019

R R R R R R R R R

MSSQL Ful l  Database with 

Hitachi  Repl ication

Windows 2012* MSSQL Server 2012, 2014

Hitachi  Repl ication Ver&Rev: 01-41-03/03

MSSQL Server 2012, 2014

Hitachi  Repl ication Ver&Rev: 01-41-03/03

R R R R R R R R R

MSSQL with Always  ON Windows 2012*/2016*/2019

Windows 2012 R2 Datacenter

MSSQL Server 2012, 2014,2016, 2017, 2019

Always  ON 2012, 2014,2016, 2017, 2019

MSSQL Server 2012, 2014,2016, 2017, 2019

Always  ON 2012, 2014,2016, 2017, 2019

R R R R R R R R R

MySQL with Streaming 

Repl icator

RHEL 7.6/ 9.2                      

Windows 2012*/2016*/2019

MySQL 5.7/8.0.31/ 8.0.33

Streaming Repl icator 5.7/8.0.31/8.0.33

MySQL 5.7/8.0.31/ 8.0.33

Streaming Repl icator 5.7/8.0.31/8.0.33

R R R R R R R R R

Exchange  with Database 

Avai labi l i ty Group

Windows 2012* MS Exchange

2010

Database Avai labi l i ty Group

2010

R R R R R R R R R

MS Exchange  with 

Database Avai labi l i ty 

Group 

Windows 2016* Database Avai labi l i ty Group

MS Exchange 2016

Database Avai labi l i ty Group 2016 R R R R R R R R R

DB2 Protection with HADR 

Solution

(Engl ish and Japanese)

RHEL 7.6

Windows - 2016

DB2 Vers ion - v11.1.0.0 & above HADR - 11.1.0.0 & above R R R R R R R R R

Kubernetes  Protection with 

Portworx

Kubernetes  Vers ion : 1.24.10 pxctl  vers ion : 2.10.3

storkctl  Vers ion :2.11.0

Asynchronous  repl ication/migration R R R R R

Sybase logs  with PFR RHEL 7.0/8.0/8.6

Solaris  10*

AIX 7.1 (End of Support)

Sybase 15.7 PFR 

8.1

R R R R R R R

DR Solution Signature Supported Versions of the OS and Platforms Supported Versions of Storage (Database/File System)

Recovery Monitor Reverse DR Drill

Supported Versions Protection Scheme (Replication) Supported Modules

Recovery Monitor Forward Recovery Orchestration

Only FOTE

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Sybase logs  with Hitachi  

Repl ication

Solaris  10* Sybase 15.7 Hitachi  Repl ication Ver&Rev: 01-41-03/03 R R R R R R R

Sybase logs  with HPXP 

Repl ication

Solaris  10* Sybase 15.7 HPXP Ver&Rev: 01-41-03/03 R R R R R R R

PostgreSQL with Streaming 

Repl icator

Note: Only remote agent i s  

supported.

RHEL 8.6

CentOS 7.4

Windows 2016*/ 2019

PostgreSQL 14 Streaming Repl icator 9.0/10.0/10.7/11/12.1/14 R R R R R R R R R

MySQL with Streaming 

Repl icator

RHEL 7.6                      

Windows 2012*/2016*/2019

MySQL 5.7/8.0.31 Streaming Repl icator 5.7/8.0.31 R R R R R R R R R

SAPHANA with System 

Repl icator

SUSE Linux Enterprise Server 11 SP 4

RHEL 7.4 

SUSE Linux Enterprise Server 15

SAPHANA 1.0 SPS11

SAPHANA 1.0 SPS12

SAPHANA 2.0 SPS03

SAPHANA 2.0 SPS05

System Repl icator 1.0 SPS 11, 1.0 SPS 12

(Redo log shipping)

System Repl icator 2.0 SPS 03

(Redo log shipping)

System Repl icator 2.0 SPS 05

(Redo log shipping)

(Delta  shipping) 

R R R R R R R R R

Oracle RAC  (No Cloud) with 

Dataguard

AIX 7.1(not supported)  

HP-UX 11i  v3

Windows 2012* 

Oracle Solaris  11*

RHEL 7.0/8.0/8.4/8.6/9.2

Oracle RAC  19c Enterprise Edition

Dataguard  12c Enterprise Edition Release 12.2.0.1.0*

Oracle RAC  19c Enterprise Edition

Dataguard  12c Enterprise Edition Release 12.2.0.1.0*

R R R R R R R R R

DR Solution Signature Supported Versions of the OS and Platforms Supported Versions of Storage (Database/File System) Supported Versions Protection Scheme (Replication) Supported Modules

Recovery OrchestrationRecovery Monitor Forward Recovery Monitor Reverse DR Drill

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Any Appl ication Server (Fi le 

System Data  or

Configuration Data) with 

HPXP Repl ication

Windows 2012*

Solaris  10*

Solaris  11(x86)*

HPXP Ver&Rev: 01-41-03/03 R R R R R R R R

Any Appl ication Server (Fi le 

System Data  or

Configuration Data) with 

EMC SRDF Repl ication

Windows 2012*

RHEL 7.0/8.0/8.6

Solaris  10*

Solaris  11(x86)*

AIX 7.1(not supported)  

EMC SRDF: symcl i  V9.2 R R R R R R R R

Any Appl ication Server

(Fi le System Data  or

Configuration Data) with 

PFR

Windows 2012* Windows 2016* 

RHEL 7.0/8.0/8.6

Solaris  10*

Solaris  Sparc 5.10 

Solaris  11(x86)*

AIX 7.3  

CentOS 8.2

PFR

8.1

R R R R R R R R R

Any Appl ication Server

(Fi le System Data  or

Configuration Data) with 

NetApp SnapMirror

Windows 2012* 8.1.1RC1 7-Mode /8.2.1RC1 Cluster-Mode

 NetApp 9.10.1

R R R R R R

Any Appl ication Server (Fi le 

System Data  or

Configuration Data) with 

Hitachi  Repl ication

Windows 2012*

RHEL 7.0/8.0/8.6

Solaris  10*

Solaris  11(x86)*

AIX 7.1(not supported)  

Hi tachi  TrueCopy Ver&Rev: 01-41-03/03 R R R R R R R

Sybase logs  with Sybase 

Repl icator Server

RHEL 7.0/8.0/8.6

[No update]

Sybase 15.7 Sybase Repl icator Server 

15.7

R R R R

Supported Versions of the OS and Platforms Supported Versions of Storage (Database/File System)DR Solution Signature 

Recovery Monitor Forward

Supported Modules

Recovery Monitor Reverse DR Drill Recovery Orchestration

Supported Versions Protection Scheme (Replication)

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

VMware SRM with vSphere 

Repl ication

VMware vers ion 7.0/ 8.0

SRM 8.6/8.8

(Solution Mode - Deta i led)

VMware vers ion 7.0/8.0

SRM 8.6/8.8

(Solution Mode - Appl ication Group only)

VMware vers ion 8.0.2

SRM 8.8

vSphere  vers ion 

7.0/8.0.2

R R R R R R R R R

VMware SRM with Hitachi  

Repl icator

VMware vers ion 7.0/8.0

SRM 8.3/8.8

Hitachi  TrueCopy Ver&Rev: 01-41-03/03 R R R R R R R

iSeries  repl ication us ing 

Mimix repl ication

IBM i  7.2/ i  7.4

Systems: Power

Mimix 

8.1.16/ 9.0.21*

10.0.0.7 and V7R4M000

R R R R R R R

VM protection with 

Res i l iency Block Repl icator 

(RBR) 

Protected VM : Al l  VMware Supported OS Platforms   

Components :

1. DMC supports  Windows  2016 and 2019 

supported below vers ions  of NICRA/VIB

2. RHEL 8.4 NICRA ver 3.3.1*/3.3.9*

3. RHEL 8.6 NICRA ver 3.3.3 /3.4.9/3.4.10

4. Kyndryl  VAIO VIB (3.3.1/3.3.3) for ESXi  6.5* / 6.7*  

with vCenter6.x*

5. Kyndryl  VAIO VIB (3.3.9/3.4.9) for ESXi  7.0 with 

vCenter 7.0/8.0

4. NFS 3.0, 4.1

5. VMFS 5.0

Kyndryl  VAIO VIB (3.3.9/3.4.9) for ESXi  7.0 with vCenter ver 7.0/8.0

RHEL 8.6 NICRA ver 3.3.3 /3.4.9/3.4.10 

R R R R R R

Supported Versions of the OS and Platforms Supported Versions of Storage (Database/File System)DR Solution Signature Supported Modules

Recovery Monitor Forward

Supported Versions Protection Scheme (Replication)

Recovery Monitor Reverse Recovery OrchestrationDR Drill

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

AIX Power Virtua l  Server 

Protection on IBM Cloud 

Us ing RBR

AIX 7.1 (not supported) (with JFS & JFS2)

Power HMC Vers ion 9.x

DMC Vers ion : 3.1.0/3.4.5/3.4.11

Block Repl icator NICRA Agent : Vers ion 2.9.1/3.4.11 for AIX

R R R R R

AIX LPAR configured with 

Power HMC - Protection & 

Recovery us ing RBR

AIX 7.3 (with JFS & JFS2)

Power HMC Vers ion 9.x

Block Repl icator NICRA Agent - AIX : 2.9/3.4.11 for 

DMC Vers ion - 3.1.0/3.4.5/3.4.11 

R R R R R R

IBM z System (Mainframe) 

z/OS LPARs  repl ication with 

IBM Copy Service 

Manager(Monoplex & 

Sysplex)

IBM z System 2817-M80

zOS 2.2 & 2.3*,

HMC 2.13.1 (Driver Level  27 and above)

Windows 2012*

Storage - IBM DS8000 IBM CSM- Global  Mirror  

CSM vers ion 6.2.5

Local  Agent Model

R R R R R R R R

Sybase logs  with Sybase 

Repl icator Server15

Solaris  10* Sybase 15.7 Sybase Repl icator Server 15.7 R R R

VM Protection with Zerto Zerto  - 9.7/10

Zerto-VM Supported OS: 

Windows 2012*/ 2016*/2019

Cloud for VMWare (IC4V)

RHEL 7.6 and 8.0

VMware vCenter 7.0, 8.0

VCD 10.2

Zerto Virtua l  Repl icator R R R R R R R R

DR Solution Signature Supported Versions Protection Scheme (Replication) Supported Modules

Recovery Monitor Forward Recovery Monitor Reverse Recovery Orchestration

Supported Versions of the OS and Platforms Supported Versions of Storage (Database/File System)

DR Drill

Only FOTE

Only FOTE

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Microsoft Hyper-V VM 

Protection with Zerto

Zerto 9.7,10

Zerto-VM Supported OS: 

Windows 2016*

SCVMM 2016 RTM 4.0.1662.0 Zerto Virtua l  Repl icator R R R R R R R R

VM protection to AWS us ing 

AWS CloudEndure

RHEL: 7.6, 8.0, Windows: 2016*, 2019 R R R R R R

VM protection on Azure 

Us ing Azure Si te Recovery. 

https ://docs .microsoft.com/en-us/azure/s i te-

recovery/azure-to-azure-support-matrix

R R R R R R

DR Solution for Azure SQL 

PaaS DB with Geo 

Azure SQL DB PaaS Geo Repl ication R R R R R R

VM Protection us ing Zerto 

Repl ication to a  vCD 

Recovery Si te

Zerto -  9.7/10

Zerto-VM Supported OS: 

Windows 2016*, 2019

ZCM -  8.0 u3

Vmware vCenter(ESXi ) 7.0/8.0

VCD 10.1.2

NSX 6.4.8

Zerto Virtua l  Repl icator R R R R R R R R

Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Hyper-V VM Protection 

us ing Hyper-V Repl ica

Hyper-V Manager 

10.0.14393.0

Hyper-V (2016) Vers ion 10.0.14393.2248 Hyper-V Repl ica R R R R R R

MSSQL with Double Take Windows 2012* MSSQL

2012

2014 

Double-Take

6.0

7.0

R R R R R

Any Appl ication Server

(Fi le System Data  or

Configuration Data) with 

Any Repl icator

RHEL 7.x, 8.x

Solaris  9*, 10*

AIX 7.1 (End of Support)

Any Repl icator R R R R

VM Protection us ing 

Recover Point for VMs 

RHEL 7.3 VMware vCenter 7.0/8.0 Recover Point - 5.3 R R R R R

Recovery Monitor Reverse

Supported Versions of the OS and Platforms

The following configurations must be sold with Professional services for their deployment (Field Solutions)

DR Solution Signature Supported Versions of the OS and Platforms Supported Versions of Storage (Database/File System) Supported Versions Protection Scheme (Replication)

Recovery Monitor Forward Recovery Monitor Reverse

DR Solution Signature Supported Versions Protection Scheme (Replication) Supported Modules

Recovery Monitor Forward

Supported Modules

DR Drill Recovery Orchestration

DR Drill

Supported Versions of Storage (Database/File System)

Recovery Orchestration

Only FOTE

Only FOTE

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Any Appl ication Server

(Fi le System Data  or

Configuration Data) with 

IBM SVC

Solaris  10* IBM SVC 

7.0

R R R R R

Sybase logs  with Any 

Repl icator

Solaris  10*

AIX 7.1(End of Support)

Sybase 15.7 Any Repl icator R R R R

Sybase Ful l  Database with 

Any Repl icator

Solaris  10*

AIX 7.1(End of Support)

RHEL 7.x, 8.x 

Sybase 15.7 Any Repl icator R R R

Sybase Ful l  Database with 

HP 3PAR

RHEL 7.x, 8.x Sybase 15.7 HP 3PAR

4.0

R R R R R R

PostgreSQL Ful l  Database 

with Any Repl icator

RHEL 8.6

Windows 2016*

PostgreSQL 12.1/14

Postgres  14 with Azure IAAS

Any Repl icator R R R

DB2 Ful l  Database with Any 

Repl icator

RHEL  7.6

AIX 7.2

DB2

10.5

Any Repl icator R R R

DB2 pureScale Logs  with 

HADR

RHEL 7.6

AIX 7.1 (End of Support)

DB2

10.5

HADR

10.5

R R R R R R R R R

DB2 Ful l  Database with HP 

3PAR

RHEL  7.6

AIX 7.2

DB2

9.7.6/10.5.8/11.5

HP 3PAR

4.0

R R R R R R

Supported Versions of Storage (Database/File System)

Recovery Monitor Forward Recovery Monitor Reverse

Supported Modules

DR Drill Recovery Orchestration

Supported Versions Protection Scheme (Replication)DR Solution Signature Supported Versions of the OS and Platforms

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Oracle logs  with PFR Exadata  appl iance Oracle Logs  19c/21c (64 bi ts )

PFR 8.1

Oracle Logs  19c/21c (64 bi ts )

PFR 8.1

R R R R R R R R R

Oracle RAC Ful l  Database 

with NetApp SnapMirror

Windows 2016*

RHEL 7.x, 8.x

Solaris  10/11*

AIX 7.1 (End of Support)

Oracle RAC Ful l  Database 19c/21c (64 bi ts )

8.1.1RC1 7-Mode /8.2.1RC1 Cluster-Mode

Oracle RAC Ful l  Database 19c/21c (64 bi ts )

8.1.1RC1 7-Mode /8.2.1RC1 Cluster-Mode

R R R R R R R R

MSSQL Ful l  Database with 

EMC SRDF Repl ication

Windows 2012* MSSQL Server  2012

EMC SRDF: symcl i  V9.2

MSSQL Server  2012

EMC SRDF: symcl i  V9.2

R R R R R R R R

MSSQL Ful l  Database with 

Any Repl icator

Windows 2012* MSSQL Server 2012

Any Repl icator

MSSQL Server 2012

Any Repl icator

R R R R R R R R

Any Appl ication Server (Fi le 

System Data  or

Configuration Data) with 

TPCR

Windows 2012*

RHEL 7.x

Solaris  10*

Solaris  11(x86)*

AIX 7.1 (End of Support)

R R R R R

Recovery Monitor Forward Recovery Monitor Reverse

DR Solution signatures with "Any Replicators" will need customer supplied scripts for the replication in use

[note 1] Full DB solutions may need a PIT copy for RPO calculations

DR Solution Signature Supported Modules

Recovery OrchestrationDR Drill

Supported Versions of Storage (Database/File System) Supported Versions Protection Scheme (Replication)Supported Versions of the OS and Platforms

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Any Appl ication Server (Fi le 

System Data  or

Configuration Data) with 

EMC Recover Point

Windows 2012*

RHEL 7.x/8.x

Solaris  10*

Solaris  11(x86)*

AIX 7.1 (End of Support)

EMC Recover Point phys ica l  appl iance & Virtua l  Recoverpoint appl iance R R R R R

Any Appl ication Server (Fi le 

System Data  or

Configuration Data) with 

Global  Mirror 

Windows 2012*

RHEL 7.x, 8.x

Solaris  10*

Solaris  11(x86)*

AIX 7.1 (End of Support)

Global  Mirror DSCLI 7.8.31.126 R R R R R R R

VM Repl ication with 

Hitachi  Repl ication

VMware vers ion 6.0, 6.5 Hitachi  Repl ication R R R R R R R

VMware SRM with Storage 

Repl icator

VMware vers ion 6.0, 6.5, 7.0.2

SRM 6.5,8.2, 8.4, 8.6

 Any Storage Repl icator (Features  supported depends  on Storage 

Vendor/Model).

R R R R R R R

VM Repl ication with 

NetApp Snapmirror

VMware vers ion 6.0, 6.5, 6.7 8.1.1RC1 7-Mode /8.2.1RC1 Cluster-Mode

9.4

9.8

R R R R R R R R R

VM Protection on Nutanix using 

Prism Central

CentOS 7 and CentOS 8 Nutanix Prism Element - 5.18

Nutanix Prism Cenral - 5.18

Nutanix AHV : 20191030.415

R R R R

GDPS Global Mirroring 

Replication 

zSystem 2817-M80

zOS 2.2/2.3*

HMC 2.13.1

GDPS V3R14

Global Mirroring Replication  DSCLI 7.8.31.126 R R R R R

Application Subsystem with 

EMC Unity Replication 

RHEL 8.4 EMCUnity 5.1.0.0.5.394 R R R R R R R R

VM Protection with Actifio VMware 6.0, 6.5

VMware vCloud Director – 8.0.1, 8.0.2

Actifio version: 8.0.7 R R R R R R

Oracl DB  restores  - using 

Veeam Application aware  

image backup 

[ DB on VM]

Vmware Platform

vSphere 7.0 (up to 7.0 U1)

vSphere 6.x5 and 6.7

ESXi 7.0 (up to 7.0 U1)

VeeaM v11.1

RO Anomaly Detection  for Linux and Windows 

RHEL 8.1

Windows 2019

Linux Scanner VM, Analysis VM and Manager VM - 

CentOS 7.9 and 8.1

R R R R

Supported Modules

Recovery Monitor Forward

Supported Versions of Storage (Database/File System)

DR DrillRecovery Monitor Reverse

Supported Versions of the OS and Platforms Supported Versions Protection Scheme (Replication)DR Solution Signature 

Recovery Orchestration

©Copyright Kyndryl , Inc. 2003, 2024.
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Health

Monitor

RPO

Monitor

RTO Monitor Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Health

Monitor

RPO

Monitor

Replication

Monitor

Stateless Application with AWS R R

Config Monitoring Change detection Config Recovery

 Stateless Application with AWS 

(*For Cyber platform only)

Windows 2012 R2*

Windows 2016*

Windows 2019,

Supported immutable storage (Netapp iSCSI, NFS, CIFS & 

IBM cloud object storage)

 File in plain text and Registry Key Windows 2012*, Windows 2019, 2016*

Staging Server: RHEL 8.x and 9.x

R R R R R

 Stateless Application with AWS 

(*For Cyber platform only)

SUSE  Linux Enterprise server 11 SP4**

RHEL 7.x, RHEL 8.X

Supported immutable storage  (Netapp iSCSI, NFS, CIFS & 

IBM cloud object storage)

For Linux -  Plain Text files Staging Server: RHEL 8.x and 9.x

S3FS Fuse Utility Version in Staging Server 1.83

R R R R R

 Stateless Application with AWS 

(*For Cyber platform only)

AIX 7.x For AIX -  Plain Text files Staging Server: RHEL 8.x and 9.x

S3FS Fuse Utility Version in Staging Server 1.83

R R R R R

Storage Device (*For Cyber 

platform only)

Storage: IBM DS8000 Series Version 8 Release 3 CLI DS8K: IPSEC R R R R R

 Network Device (*For Cyber 

platform only)

Virtual Switch : VMware VDS Switch plain text config files Staging Server: RHEL 8.x and 9.x

S3FS Fuse Utility Version in Staging Server 1.83

R R R R R

 Network Device (*For Cyber 

platform only)

Ansible supported network devices

Currently certified for Cisco catalyst switch and Juniper 

vSRX series

Running configuration Ansible 2.9.6 with Python 3.6.8 R R R R R

DR Solution Signature Supported Versions of the OS and Platforms Supported Versions of Storage (Database)

Provisioning

DR Solution Signature Sample RAL Actions Supported Modules

Recovery Monitor DR Drill Recovery 

Orchestration

Recovery OrchestrationDR Drill

Supported Modules

Supported Versions of the OS and Platforms

Create Amazon Instance

Start Amazon Instance

Stop  Amazon Instance

Create Amazon Volume

Delete Amazon Volume

Attach Amazon Volume

Detach Amazon Volume

Create Amazon Snapshot

Delete Amazon Snapshot

Recovery Monitor Reverse

Cyber Recovery Monitor

CR Platform Solution Signature Supported Configurations Supported Versions dependent components

Recovery Monitor Forward

Amazon Web Services

Supported Modules

Cyber DR Drill ProvisioningRecovery 

Orchestration

Supported Versions Protection Scheme (Replication)

©Copyright Kyndryl , Inc. 2003, 2024.
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Cyber RPO Cyber RTO Data lag Replication 

Monitoring

Cyber Incident Recovery 

Us ing Veeam

Virtual Servers (Platform Endpoints, ESXi and vSphere 

versions support):

  RHEL 8.x, 9.1, 9.2, and CentOs  8.x, Ubuntu,            

  openSUSE Leap 15.3

  Windows 2016, 2019

  Vmware Platform

  vSphere 7.0 (up to 7.0 U3)

  vSphere 6.7

  ESXi  7.0 (up to 7.0 U3)

  LVM, WDD

  AIX 7.2

Physical Servers:

  RHEL 8.x, 9.1, 9.2

Databases:

  SAP HANA

ROAD on Docker

ROAD on K8

VeeaM v12.0

Veeam: 12.0.1

Veeam: 12.1.0.2131

R R R R R R R

RO integration with Veri tas  

NBU

Windows 2016*

RHEL 8.x

Vmware vcenter and ESXi  7.0/8.0

LVM, WDD

ROAD on Docker

ROAD on K8

Veritas 9.1.0.1 R R R R R R R

Cyber Recovery using AWS Vault AWS message queue service

AWS immutable vault

Not Applicable Customer scripts will be used for the replication (Not part of RO solution) R R R R R R

Cyber Recovery using 

Commvault

Win 2016*

Cent OS 7.x 

None Commvault version 11.25.6 R

Cyber Incident Recovery for 

Data through DS8k Safeguarded

Virtual Servers (Platform Endpoints, ESXi and vSphere 

versions support):

  RHEL 8.x, 9.1, 9.2, and CentOs 8.x, Ubuntu,            

  Windows 2016, 2019

  Vmware Platform

  vSphere 7.0 (up to 7.0 U3)

  vSphere 6.x5 and 6.7

  ESXi 7.0 (up to 7.0 U3)

  ESXi 6.x

  LVM, WDD

ROAD on Docker

ROAD on K8

CSM : 6.3.7.0 R R R R R R R R

Cyber Recovery using Cyber 

Vault

Cyber Recovery v19.4, 

Data Domain v6.2

Python 3

Avamar supported Windows/Linux files 

VMware VMDK backed up images

MSSQL application

PFR  8.1, Avamar v18.2** R R R R

Cyber Incident Recovery with 

Veritas NBU on Azure

RHEL 8.2, 8.4

Windows 2016, 2019

LVM

SAP S/4HANA

ROAD on AKS NBU version: 10.0 R R R R R R R

RO Anomaly Detection Tool 

(ROAD)

ROAD 1.0 ROAD on Docker:

Linux Scanner VM and version: RHEL 8.2, RHEL 8.7, RHEL 9.0

Analysis VM and Manager server RHEL 8.2, RHEL 8.7, RHEL 9.0

SUSE Scanner VM and version : openSUSE Leap 15.3

Windows Dynamic Disk support NFS servers: Windows 2019

ROAD on AKS:

Azure Kubernetes Service (AKS) version: 1.23.8

Master node: Ubuntu

Worker nodes image version: AKSUbuntu-1804containerd-2022.08.29

OS where NFS Service is running: RHEL release version: 8.2

NFS version: 4.1

ROAD on K8:

Kubernetes version: 1.28.2

Master node: RHEL release version: 8.2 (Ootpa), RHEL 8.8, RHEL 9.3

Worker nodes: RHEL release version: 8.2 (Ootpa), RHEL 8.8, RHEL 9.3

OS where NFS Service is running: RHEL release version: 8.2 (Ootpa), 

RHEL 8.8, RHEL 9.3

NFS version: 4.1

ROAD Component Versions for K8:

Podman: 4.4.1

Cri-o: 1.28.2

Cert-manager: v1.12.0

KEDA: 2.13.0

MetalLB: 0.14.3

Helm: v3.14.2

ActiveMQ Artemis: 2.27

Mariadb(K8s): 10.6.5

Copy Data Managr (Replication/Backup)

Cyber DR Drill

Supported Versions of the OS and Platforms

Recovery 

Orchestration

Provisioning Anomaly Scan

Supported Anomaly detection Tool

Cyber Recovery Monitor

Supported ModulesCyber data Solution Signature 
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DR Solution Signature

Provisioning

RPO Monitor Replication Monitor Failover Test 

Exercise

Recovery 

Orchestration

VM Replication on Flexpod (4.2) R R R R R R

Cyber RPO Cyber RTO Data lag Replication 

Monitoring

Cyber Incident Recovery for 

Data with Actifio

VMware 6.5 ,6.7, 7.0

RHEL 7.5

CentOS 7.5/7.9 / 8.1

Windows 2016/2012

Tripwire Enterprise Manager (8.7.2 ) for

Linux Workloads

Tripwire Enterprise Agent or Scanner VM

RO Anomaly Detection  for Linux and Windows 

RHEL 8.1

Windows 2019

Linux Scanner VM, Analysis VM and Manager VM 

Actifio version: 8.1.5

Actifio version 9.x

Actifio version 10.x

R R R R R R R R

Oracle Full Database protection 

with Actifio

RHEL 7.0/8.0/8.4/8.6/9.2

AIX 7.1 (End of Support) /7.2

Oracle Full Database

11g [Note1] (64 bit)

12c** (64 bit)

Tripwire Enterprise Manager (8.7.2 ) for Oracle on Linux  only

Actifio version: 8.1.5/ 9.x

Tripwire Enterprise Manager (8.7.2 ) for Oracle on Linux  only

Actifio version: 8.1.5/ 9.x

R R R R R R R R

RAL Category

IBMWebsphereAS 

IBMWebsphereMQ

IIS

OracleWebLogic

SAP

StartNodeManager

StopSite

Community RALs

Deprecated Solutions

Cyber data Solution Signature Supported Versions of the OS and Platforms Supported Anomaly detection Tool Copy Data Managr (Replication/Backup) Supported Modules

Cyber Recovery Monitor Cyber DR Drill Recovery 

Orchestration

Provisioning Anomaly Scan

StartAppPool

StopNodeAgent

StopDeploymentManagerProfile

StopQueueManager

StartService

SAPStart

StopW3SVC

CheckServerStatus

StartSite

StartW3SVC

StopAdminServer

StopManagedServer

StopNodeManager

StopAppPool

GetServerStatus

StartQueueManager

SAPStatus

SAPStop

StartAdminServer

StartManagedServer

StartServer

	StartNodeAgent

StartDeploymentManagerProfile

RAL

StopServer

Converged Infrastructure

Supported Modules

Recovery Monitor Recovery Manager

StopService
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End of Support Information

When dependent technologies have announced End-of-Life / End-of-Support (EOL/EOS) for their product/versions, they will not be tested for Resiliency Orchestration interoperability. When EOL/EOS is announced after the release of this document

, interoperability support matrix will be updated to reflect this in next cycle, however interoperability support from Kyndryl will be restricted in the interim period.

For major release upgrade of dependent technology, please contact Kyndryl customer support for further planning and support.

In order to improve readability of the Resiliency Orchestration interoperability matrix, the system only updates the support matrix for major releases of underlying dependent technologies. All minor releases of dependent technologies are 

considered automatically supported by Kyndryl solutions at the time of upgrade, as upgrading technology guarantees compatibility maintained in minor releases. Please note, in some cases, may require agent restart after minor release upgrade for continuing

of Resiliency Orchestration functionality.

Please consider the following guidelines when upgrading the underlying dependent application/database/server/storage/infrastructure technology.

Resiliency Orchestration agents can be configured to run either as local agents on the components or as remote agents on Site Controller server. Resiliency Orchestration solutions come with either local agent support, or remote agent support or both models. 

The information about the IBM Resiliency Orchestration solutions and their supported agent model is listed below - 

              -  DB2, MS Exchange, Sybase, RHV, AIX, Azure, and IBM CSM solutions are supported only with local agent model.

              -  SAP HANA, zOS solutions and Hitachi Replication (Windows) are supported only with remote agent model.

              -  All Management Services have remote agent support, except Resiliency Block Replicator which has local agent support.

              -  For all the other solutions, remote agent model is the default model however local agents are also available for use.

Agent Supportability

Compatibility and Interoperability

Veeam

•	Veeam Backup & Replication 10.0 (February 2023), 9.5 (January 2022)

•	Veeam ONE 11.0 (February 2024), 10.0 (February 2023), 9.5 (January 2022)

•	Veeam Backup for Nutanix AHV 3.0 (October 2024), 2.0 (March 2023)

•	Veeam Service Provider Console 6.0 (September 2024), 5.0 (February 2024), 4.0 (March 2023), 3.0 (March 2022)

•	Veeam Disaster Recovery Orchestrator 5.0 (November 2024), 4.0 (March 2024), 3.0 (July 2023), 2.0 (January 2022)

•	Veeam Agent for Microsoft Windows 5.0 (February 2024), 4.0 (February 2023), 3.0 (January 2022)

•	Veeam Agent for Linux 5.0 (February 2024), 4.0 (February 2023), 3.0 (January 2022)

•	Veeam Agent for Mac 1.0 - February 2024

•	Veeam Agent for Oracle Solaris 3.0 (September 2024), 2.0 (June 2023)

•	Veeam Backup for Microsoft 365 6.0 (March 2024), 4.0 (November 2022), 3.0 (April 2022)

•	Veeam Agent for IBM AIX - 3.0 (September 2024), 2.0 (September 2023) 

RHEL 6: May 10, 2016, Extended support end date: November 30, 2020

RHEL 7: August 6, 2019, Extended support end date: June 30, 2024

RHEL 8: May 31, 2024, Extended support end date: May 31, 2031

zOS 2.2: Support End date: 30-Sep-2020, Extended support end date: 30-Sep-2025

zOS 2.3: Support End date: 30-Sep-2012, Extended support end date: 30-Sep-2015

zOS 2.4: Support End date: 30-Sep-2015, Extended support end date: 30-Sep-2018

SAP HANA DB: Support End date: June 2020, Extended support end date: June 2025.

MS SQL DB: Support End date:  July 12, 2022, Extended support end date: July 12, 2025

Netapp ONTAP: Support End date: 9.6 (30-Jun-2022), 9.5 (31-Jan-2022), 9.4 (30-Jun-2019), 9.3 (31-Jan-2021), 9.2 (31-Jul-2018), 9.1 (31-Jan-2020), 9.0 (31-Dec-2017)

Zerto: 9.5 (May 1, 2023), 9.0 (August 1, 2022), 8.5 (January 1, 2022), 8.0 (May 31, 2021), 7.5 ( December 5, 2020), 7.0 ( May 30, 2020), 6.5 (October 30, 2019), 6.0 ( March 30, 2019), 5.5 (September 30, 2018), 5.0 (August 31, 2018)

Mimix : Support End date: October 19, 2022   

Sybase: Support End date: 31 Dec 2020   Extended support end date:  31 Dec 2025.

Exchange: 

•	Exchange Server 2007 -Support End date:  Apr 11, 2017 

•	Forefront protection 2010 for Exchange Server - Support End date:  Dec 31, 2015

•	Exchange Server 2013 - Support End date:  April 11, 2023

•	Exchange Server 2016 - Support End date:  Oct 14, 25

•	Forefront Security for Exchange Server: Support End date:  Dec 31, 2015

•	Exchange Server 2003 - Support End date:  April 8, 2014

•	Exchange Server 2010 - Support End date:  Oct 13, 2020

•	Exchange Server 2019 - Support End date:  Oct 25, 2025

•	Microsoft Antigen - Support End date:  Dec 31, 2015

Actifio: 

•	Sky/CDS 9.x, AGM 9.x, Sky/CDS/CDX, AGM, RD 10.x,   EOSL Date : September 30, 2021

•	RD 8.x (on-premises or AWS, Azure, Oracle, IBM cloud), CDX 8.x (on-premises)       EOSL Date : September 30, 2021

•	Sky/CDS/CDX, AGM, RD 10.x (on-premises or AWS, Azure, Oracle, IBM cloud), -  EOSL Date: March 31, 2022

•	CDX (Dell PowerEdge R740) -  EOSL Date: March 31, 2022

•	CDS Gen 5 (also known as SV1) -  EOSL Date: March 31, 2022

•	CDS Gen 4 (also known as M4)    EOSL Date: March 31, 2022

•	IBM DS3512 OR IBM v3700- EOSL Date: August 31, 2021

•	NetApp E2800 Controller- EOSL Date: August 31, 2021

•	IBM Switch 2498-24E/ Brocade 7800 FCoE Switch- EOSL Date: August 31, 2021

•	SANbox 5800- EOSL Date: August 31, 2021

•	Kroll for Microsoft Exchange and Microsoft SharePoint - EOSL Date: August 31, 2021

Windows 2012: Support End date: Oct 9, 2018, Extended support end date: Oct 10, 2023

Windows 2016: Support End date: Jan 11, 2022, Extended support end date: Jan 12, 2027

Windows 2019: Support End date: Jan 9, 2024, Extended support end date: Jan 9, 2029

HPUX: Support End date: Jun-03,  Extended support end date:31-Dec-14

Solaris 10:  Extended support end date: January 2024. 

Solaris 11:  Extended support end date: January 2024. 

Cent OS: Support End date: June 2024, Extended support end date: December 2029

iseries: Support End date: May 1, 2021, Extended support end date: April 30, 2024

VMware 6.5/6.7/7.0  - SRM 6.5/8.1/8.2/8.4/8.5: Support End date: October 15, 2022, Extended support end date:  November 15, 2023

Oracle 12c: 31 March, 2022

Oracle 18c: June 30, 2021

OracleDB: Support End date: Dec 2004 Extended support end date: Dec 2006

DB2 Version 11: Support End date: April 30, 2022, Extended support end date: April 30, 2025

PostgreSQL: Support End date: November 11, 2021, Extended support end date: November 11, 2026

Commvault 11.25 - End of life: Sept 15, 2022

Veritas NBU 9.1.0.1: Extended support start date: 2025-06-07

Avamar 18.2 End of service life: April 1, 2021

Kubernetes 1.21: June 28, 2022

Redhat Openshift 4.7: End of extended support: August 24, 2022

Redhat Openshift 4.5: End of life: March 26, 2021
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